Manual for accessing CRA and NPSCAN Site

Pre-requisite for accessing CRA and NPSCAN Site
1. Site should be accessed from Internet Explorer Version 6.0 & above. 

2. JRE 1.5 should be installed. 
Refer to JRE Installation manual for details. 
4.2 To verify if java is installed properly, check the following in the command prompt, type “java –version”. This will provide the version of java installed on the PC. The version should be 1.5 or above. Refer to Figure (2.1) below.
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Figure (2.1)

3. Certificate should be installed in Browser or e-Token. 
Refer to the Certificate Installation Manuals for details.
4. “Admin”/”Administrator” user (or user with administrative rights) login should be used for the first time to access NPSCAN/CRA site. Upon first time access, a file would get download to the desktop being used for accessing the site. Subsequently the site can be accessed by any other user from that desktop.  Similar process should be repeated on other desktop machines from where NPSCA/CRA site is expected to be accessed. 
Verify the file download from the central system.  Method of verifying is shown below
4.1 Open a blank IE browser. Go to “Tools” >> “Internet Options”. Refer to Figure (4.1) below.
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Figure (4.1)
4.2  In the “General” tab, under Browsing History, click on “Settings” button. Refer to Figure (4.2) below.
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Figure (4.2) 

4.3   In the new window, click on “View Objects”. Refer to Figure (4.3) below.
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Figure (4.3) 

4.4  A “Downloaded Program Files” window will be displayed. In the window the file named “TCSSignerI Control” should appear. Incase this file is not present; the login to the site with digital certificate will give errors. Refer to Figure (4.4) below.
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Figure (4.4) 

5. Following settings need to be carried out in Internet Explorer (IE) 
5.1 Open IE window.  Click "Tools" in the menu bar

1. Select “Internet Options” and click on “Advanced” tab

2. Scroll down to “Security”
3. Here Enable Use SSL 3.0 & Use TLS 1.0

4. Refer to Figure (5.1) below
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          Figure (5.1)
5.2   Also scroll to Java
a. Here Enable Use Java 
b. Refer to Figure (5.2) below






Figure (5.2)
5.3   Click "Tools" in the menu bar

a. Select "Internet Options," then click the "Security" tab. 

b. For the Internet zone, click "Custom Level" and be sure that under “Scripting” heading, following 2 options are either set to “Enable” or “Prompt”.

i. "Active Scripting". Refer to Figure (5.3.1) below
ii. “Scripting of Java Applets”. Refer to Figure (5.3.2) shown on next page
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Figure (5.3.1)
[image: image7.png]Blank Page - Windows Internet Explorer.

(0~ (B aboubin

=[] [x]

[2[)

Bl Edt Vew Favortes

Tools  telp

Lnis E]NPSOR ) CRADR ] WPSPROD ] CRAPROD (DRNS B PSREG ] CRARE ] M5 ] CRAUAT B PSUAT

& & | @oakrace

Internet Options

[

3 - B - @ - [reage - PToos - @ & B

{2X] security Settings - Internet Zone

General | Security |Privacy || Content || Connections | Programs | Advanced |

Select a zone to view or change security sektings.

@ «

Internet  Localintranet Trusted stes  Restricted

v

stes

Internet

restricted zanes,

Security level for tis zone

Custom

This zone isFor Intermet webstes,
except those isted i trusted and

Custom settings,
~To change the settings, cick Custom levl.
- To use the recommended settings, cck Defaultlevel,

P
et ol o o]

o

Settings

© Disable
O Enable

5] Allow websites toprompt For formation using scrpted winde
© Disable
O Enable

5] eripting of Java applts
© Disable
© Enable
© Prompt

82, User Authertication

82, Logon
© Anonymous logon
© Automatic logon only in Intranet zone
© Automatic logon with current user name and password
© Prompt for user name and password

a m ]

*Takes effect after you restart Internet Explorer
Reset custom settings

Resetto: [ ediumvhigh (defaul)

@ et

B Monua for










Figure (5.3.2)
5.4   Open IE window, Click "Tools" in the menu bar

b. Select “Internet Options” and click on “Security” tab

c. For the Internet zone, click "Custom Level" and be sure that the custom settings are set to “Medium-high (default)”. Refer Figure (5.4) below.            





  Figure (5.4)
5.5   Click "Tools" in the menu bar

a. Select "Internet Options" then click the "Security" tab. 

b. For the Internet zone, click "Custom Level" 
c. Under “Miscellaneous” heading, be sure that the “Allow script-initiated windows without size or position constraints” option is set to “Enable”.

d. Refer to Figure (5.5) below
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             Figure (5.5)
5.6   Click "Tools" in the menu bar

a. Select “Internet Options” 

b. Select the "General" tab and click "Accessibility." 

c. Uncheck the boxes "Ignore color specified on web pages," "Ignore font style specified on web pages," "Ignore font sizes specified on web pages."  And “Format documents using my style sheet”

d. Refer to Figure (5.6) below
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Figure (5.6)

6. Steps to access CRA/NPSCAN Site
1. Type the following URL in the address bar of the Browser


http://www.npscan-cra.co.in/ for NPSCAN and
      http://www.cra-nsdl.co.in/ for CRA.

2. Enter User ID and IPIN for Password based Users. Refer Figure (6.1)
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  Figure (6.1) 

3. Choose Option “Digital Certificate” and enter User ID for DSC based users and click on “Submit”. Refer to Figure (6.2)
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Figure (6.2)
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