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Manual for Certificate Import in Internet Browser

VERSION 1.0

Manual for Certificate Import in Internet Browser

Pre-requisite for Installation of Certificate in Browser on the PC to be used for accessing CRA/NPSCAN site
1. User certificate acquired from the CA 
2. Internet Explorer Version 6.0 & above 
3. Admin Login in the OS for Installation of Certificate

4. Keep a backup of the certificate obtained from CA 

Steps to Install Certificate in Browser

1. Login through Admin user in Windows
2. Locate the certificate kept on Windows Drive.
3. Double click on Certificate having *.pfx or *.cer extension or Right-Click on certificate file and select “Install” option as shown in Figure (1) below.
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Figure (1)
4. A new window will be displayed showing “Certificate Import Wizard”. Click “Next” to continue installation. Refer to Figure (2) below.






Figure (2)
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4.  Click “Next” to continue installation. Refer to Figure (3) below.
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Figure (3)
5. A new window will appear prompting the user to enter the Password of the certificate. This is the password with which user has encrypted the private key while submitting the request for certificate. 
After entering the password, tick the checkbox option “Enable strong private key protection. You will be prompted every time the private key is used by an application if you enable this option”. It is recommended that this option is enabled as it will prompt the user the time the certificate is used for signing in the CRA/NPSCAN which provides more security.
It is recommended NOT TO tick the check box option of “Mark this key as exportable. This will allow you to backup of transport your keys at a later time”, since private key should not be exportable as it can be misused. 
Click “Next” to continue with installation. Refer to Figure (4) below.
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Figure (4)
6. A new window will appear. Choose the Radio Button which says “Automatically select the certificate store based on the type of certificate”. Refer to Figure (5) below.
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   Figure (5)
7. A new window will appear which will show the settings specified by user for Installation of Certificate. Click “Finish” to continue Installation. Refer to Figure (6) below.
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Figure (6)
8. After clicking “Finish” a new window will appear which will ask user to Set Security Level. Proceed by clicking on “SET SECURITY LEVEL” button. Refer to Figure (7) below.
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Figure (7)
9. In the new window select Radio Button marked as “HIGH”. Click on Next to continue Installation. Refer to Figure (8) below.
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Figure (8)


10. A new window will appear which will ask for Password. Enter a password of your choice. Confirm the same by entering it again. Click on Finish to complete Installation. It is recommended that this password is different from the password which was provided for the certificate encryption. Refer to Figure (9) below.
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Figure (9)
11. Click on “OK” to complete Installation. Refer to Figure (10) below.
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Figure (10)
11. To verify if the certificate is installed properly in the browser Open “Internet Explorer”.
a. Select "Tools" from Menu Bar and click on “Internet Options”
b. Click “Content” Tab and click on “Certificates”.
c. The installed certificate will be visible under “Personal” Tab.

d. Refer to Figure (11)
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Figure (11)
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